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Multimedia Deepfakes
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https://www.youtube.com/watch?v=iyiOVUbsPcM
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Background: Audio Deepfakes

Text-to-speech (TTS)
       -- Convert written text into spoken words with speech synthesis
Voice conversion (VC)
       -- Convert speech from source speaker to target speaker’s voice
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Background: Audio Deepfake Detection

• Logical Access (LA): algorithm-related artifacts
• Physical Access (PA): device-related artifacts
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2015

2017

2019
Replay spoofing 
attacks detection

Text-to-speech
(TTS) and voice
conversion (VC) 
spoofing attacks
detection

• LA: Advanced TTS and VC 
attacks

• PA: More controlled setup 
for replay attacks

2021

• LA: Robust to channel variability
• PA: Involve real replayed samples
• DF: a new speech deepfake task

2024

• Speech deepfake detection
• Spoofing-robust automatic 

speaker verification

ASVspoof challenge series

SASV
2022
ADD
2022

ADD
2023

SSTC
2024

SVDD
2024

Spoofing-Aware Speaker Verification (SASV), Audio Deepfake Detection (ADD),
Source Speaker Tracing Challenge (SSTC), Singing Voice Deepfake Detection (SVDD)



Background: Video Deepfakes

• Face swap

• Talking face generation
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Wei H, Yang Z, Wang Z. Aniportrait: Audio-
driven synthesis of photorealistic portrait 
animation. arXiv 2024.

Video from https://www.media.io/faceswap.html.

https://www.media.io/faceswap.html


Background: Video Deepfakes

• Head-avatar generation (3D generation): Tri2Plane [Song+2024]
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Song L, Liu P, Chen L, et al. Tri2-plane: Volumetric Avatar Reconstruction with Feature Pyramid. ECCV 2024.



Background: Video Deepfake Detection
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Face2Face 
2016

DeepFace Lab 
2018

One-Shot Motion 
2019

Deferred-Neural-Rendering 
2019

FaceSwap
2019

NeRF
2021

3D Gaussian Splatting
2024

Diffusion Model 
2023

DFDC 
2016

ForgeryNet 
2021

Tri-Plane
2023

Atecup (Kaggle) 
2024Challenges:

Generation methods: 



Evaluation Metric: AUC vs. EER

Area Under the Curve (AUC)
• Widely used in Video Deepfake Detection

Equal Error Rate (EER)
• Widely used in Audio Deepfake Detection
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Figure from https://www.kdnuggets.com/2022/10/metric-accuracy-auc.html

Figure from SVDD challenge evaluation plan

https://www.kdnuggets.com/2022/10/metric-accuracy-auc.html
https://arxiv.org/pdf/2405.05244


Advanced Evaluation Metrics

• T-DCF [Kinnunen+2018]: assess the influence of CM on the ASV system
• T-EER [Kinnunen+2023]: parameter-free tandem evaluation
• A-DCF [Shim+2024]: architecture agnostic metric for spoofing-robust 

speaker verification

Multimedia Deepfake Detection Tutorial @ ICME 2024 12

Kinnunen, Tomi, et al. "t-DCF: a Detection Cost Function for the Tandem Assessment of Spoofing Countermeasures and Automatic Speaker Verification." Speaker Odyssey 2018. 
Kinnunen, Tomi H., et al. “t-EER: Parameter-free tandem evaluation of countermeasures and biometric comparators.” TPAMI 2023.
Shim, Hye-jin, et al. “a-DCF: an architecture agnostic metric with application to spoofing-robust speaker verification.” Speaker Odyssey 2024.

Used in Audio Deepfake Detection but can be generalized to video and multimedia

Figure from [Kinnunen+2023]

countermeasure
Automatic Speaker

Verification



Goal of this Tutorial

• Introduce the latest developments in audio, video, and audio-
visual deepfake detection, understand the prevailing challenges, 
and highlight promising directions for future research.

• Bridge the gap among the research communities for single-
modality deepfake detection

• Foster discussion and collaboration towards multimedia deepfake
detection
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Scope of this Tutorial

• Audio (speech) deepfake detection
• Video deepfake detection
• Audio-visual deepfake detection

• Outside the scope (emerging topics):
• Singing voice deepfake detection [Zang+2024]
• General audio deepfake detection [Xie+2024]
• Text deepfake detection [Yang+2024]
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Zang, Yongyi, et al. "Singfake: Singing voice deepfake detection." ICASSP 2024.
Xie, Zeyu, et al. "FakeSound: Deepfake General Audio Detection." Interspeech 2024.
Yang, Xianjun, et al. "DNA-GPT: Divergent n-gram analysis for training-free detection of GPT-generated text." ICLR 2024.



Outline
• Introduction (20 min)

• Audio Deepfake Detection (45 min)

• Break (25 min)

• Video Deepfake Detection (45 min)

• Audio-Visual Deepfake Detection (30 min)

• Q&A (15 min)

Multimedia Deepfake Detection Tutorial @ ICME 2024 15



Audio Deepfake Detection
Menglu Li
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Audio Deepfake Detection

• Key Components of Detection Models  

• Advanced Topics in Detection Model Developments

• Summary and Future Directions

17Multimedia Deepfake Detection Tutorial @ ICME 2024



Key Components of Detection Models  
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• Feature Extraction: speech signals -> acoustic features
• Classifier: acoustic feature -> detection decision
• E2E: speech signals -> detection decision



Feature Extraction
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Feature Extraction: Hand-crafted features

• Short-time Spectral Coefficients 
• Such as Linear Frequency Cepstral Coefficient (LFCC) [Alegre+, 2013] and 

Mel-Frequency Cepstral Coefficient (MFCC) [Sahidullah+, 2015]
• Speech -> Windowing -> DFT -> Filter banks -> Log -> DCT -> Coefficients
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Feature Extraction: Hand-crafted features

• Long-time Spectral Coefficients 
• Constant Q Cepstral Coefficient (CQCC) [Tak+, 2020]
• Higher temporal resolution at higher frequencies
• Higher frequency resolutions at lower frequencies

• Spectrograms
• Treated as 2D images
• Mel-spectrogram [Ray+, 2021], CQT-spectrogram [Abdzadeh and Veisi, 2023]
• Include information regarding frequencies and 

intensities of the speech signal as it propagates 
in time.
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Feature Extraction: Deep-learning features

• Filter Learning Features
• Approximate the standard filtering process
• Most widely-used: SincNet [Zeinali+, 2019]
• Other works: nnAudio [Cheuk+, 2020] , FastAudio [Fu+, 2022]

• Supervised Embeddings
• CNN [Wu+, 2020] , ResNet [Shim+, 2022] , Bi-LSTM [Khan+, 2024]

• Pre-trained Embeddings
• Self-supervised models: wav2vec2.0 [Wang and Yamagishi, 2022] , 

wavLM [Zhu+, 2023] , Hubert [Li+, 2023]
• Finetuning along with the classifier
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Feature Extraction: Other Directions

• Prosody / Semantic Embeddings [Conti+, 2022] [Wang+, 2023]
• More effective for TTS-generated Deepfake speech, rather than VC-based 

Deepfakes

• Impact of Silence [Zhang+ 2023]
• Duration proportion of silence -> TTS Deepfakes
• Content of silence -> VC Deepfakes

• Frequency Sub-band Features [Pillai+, 2022]
• Low-frequency band of 0-4kHz -> voiced segments
• High-frequency band of 4-8kHz -> silence and unvoiced segment
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Classifier
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Classifier: CNN-based

• Light-CNN [Lavrentyeva+, 2019]
• Replace ReLU with Max-Feature-Map 

activation

• Translation invariance property of CNN 
• Sub-band CNN: Split the spectrogram 

inputs along the frequency axis [Choi+,
2022]
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Classifier: ResNet-based

• RawNet2 [Tak+, 2021]
• SincNet feature extractor
• One of an official baseline in the 

ASVspoof challenge series.

• Other works
• Adding SE [Lai+, 2019] or MFM [Kwak+,

2020] components to ResNet
• Modify the bottleneck: Res2Net [Li+,

2021]
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Classifier: Graph Neural Network (GNN)-based 

• RawGAT [Tak, Jung+, 2021]
• Form two fully-connected sub-graphs
• Node: frequency bins and time frames
• Graph attention mechanism

• AASIST [Jung+, 2022]
• Heterogeneity-aware technique: integrate spectral and temporal sub-graphs
• Aggregate information from all other spectral nodes and temporal nodes
• Achieve 0.83% EER in ASVSpoof2019-LA dataset
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End-to-End Structure

• Motivations
• Reduce dependency on extracted features
• Avoid information loss

• Takes raw audio as input
• Utilize SincNet with pre-configured setting 

• RawNet2, RawGAT, ASSIST
• Fully E2E: use 1D convolutional layer [Ma+, 2022]
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Loss Function

• Binary Cross-Entropy Loss with Softmax [Tak+, 2020] 

• Large Margin Cosine Loss [Chen+, 2020]

• Compact embedding space
• Same margin added to both classes
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Loss Function

• One Class-Softmax [Zhang+, 2021]
• Compact the Bonafide speech embeddings
• Isolate Deepfake embeddings
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Bonafide

Deepfake



Advanced Topics in Audio Deepfake Detection

• Robustness in Cross-datasets 

• Partially Deepfake Detection

• Integration of Deepfake countermeasures (CM) with audio speech 
verification systems (ASV)

• Interpretability of detection models
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Advanced Topics: Cross-dataset Robustness
• Reveal a significant performance decline in cross-dataset

• [Zhang+, 2022] suggests the performance degradation may be due to the channel effect 
mismatch among different datasets -> Gradient Reversal Layer 

• Knowledge Distillation (KD) technique [Lu+, 2024] [Wang and Yamagishi, 2024]

Multimedia Deepfake Detection Tutorial @ ICME 2024 32



Advanced Topics: Partially Deepfake Detection

• Frame-level Detection

• Boundary Detection
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Advanced Topics: Partially Deepfake Detection

• Frame-level Detection
• Divide speech into frames
• Label each frames as Bonafide or Deepfake
• Expect a Deepfake segment to be longer than the duration of a phoneme
• Need Swapping Post-Processing [Zhang and Sim, 2022]

• Other works
• Isolated-frame penalty term [Liu+, 2023]
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Advanced Topics: Partially Deepfake Detection

• Boundary Detection
• Identify the transition boundaries between Bonafide and Deepfake segments
• Eliminate the post-processing 
• One solution: add a QA layer [Wu+, 2022]
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Advanced Topics: Partially Deepfake Detection

• PartialSpoof [Zhang, Wang+, 2022] - Publicly Available
• Psynd [Zhang and Sim, 2022] - Restricted
• ADD2022 [Yi+, 2022] - Restricted
• ADD2023 [Yi+, 2023] - Restricted
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Advanced Topics: Integration of CM and ASV

• Deepfake Countermeasure (CM): detect Deepfake speech
• Audio Speaker Verification (ASV): verify the identity of speakers
• SASV: Spoofing-aware speaker verification
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Advanced Topics: SASV

• Cascaded System [Wang+, 2022]
• Concatenate the ASV and CM classifiers
• Pre-train separately 
• The order of ASV and CM may affect the performance.
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Advanced Topics: SASV

• Score-level Fusion System
• Pre-train separately 
• May suffer from the disparity in scale ranges between ASV and CM scores.

• Embedding-level Fusion System
• Concatenate two embeddings
• May pre-train separately 
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Advanced Topics: SASV

• Integrated System
• Use one set of embedding that captures the mutual characteristics of 

ASV and CM [Mun+, 2023]

• Multi-class problem [Teng+, 2022]
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Advanced Topics: SASV

• Current stage
• Highly rely on the capability of independent ASV and CM subsystems
• Simple ensemble mechanisms outperform the integrated SASV systems.

• Future direction -> Ongoing ASVSpoof5 Challenge
• Joint optimization of ASV and CM components 
• Leverage the strengths of one subsystem to compensate for the weaknesses of 

the other
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Advanced Topics: Interpretability

• Explainable-AI (XAI) tools
• SHAP [Lundberg and Lee, 2017]
• Grad-CAM [Tak+, 2020]

• Attention mechanisms
• Temporal attention: emphasize the critical frames [Li and Zhang, 2024]
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Summary
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Future Directions
• Robustness

• Additive noise, channel variation, multi-lingual, or other diverse conditions
• Data augmentation: feature/dataset-dependent

• Diversity of training datasets
• Substantial gap between experimental datasets and the realistic conditions
• Multiple language, partially Deepfake, noise distortion…

• Efficiency
• Lightweight model for real-time detection.
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Break time: 25 min
Have a coffee break and come back before 3:30 pm.
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Video Deepfake Detection
Luchuan Song
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Preliminaries on Forgery Detection

• The previous methods and datasets
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Forgery-Boundary Detection (Face-Xray)

Frequency-Domain Binary Classification
(F3-Net)

Traditional binary classification from pixel 
analysis (LAA-Net).

Learning from the different face attributes, 
such as identity and Action-Unit (ID-Reveal).

FaceForensics++
Celeb-DF v1/v2

DFDC
ForgeryNet
DeeperForensics-1.0

How far we away from 
general forgery detection?



Preliminaries on Forgery Detection

BackBone

softmax

Real/Fake

DFT

CNN

softmax

Real/Fake

CNN

CNN

softmax

Real/Fake

Transformer

ID-in ID-out

CNN

softmax

Real/Fake

Encoder

Decoder

CNN

softmax

Real/Fake

Parsing

RNN

softmax

Real/Fake

• The overview of previous forgery detection methods



Preliminaries on Forgery Detection

BackBone

softmax

Real/Fake

• Learning from the image features

From StyleGAN space to learn the true or 
fake from video- / pixel- level.  

Exploiting Style Latent Flows for Generalizing Deepfake Video Detection [CVPR 2024]



Preliminaries on Forgery Detection
• Learning from the frequency features

DFT

CNN

softmax

Real/Fake

Thinking in Frequency: Face Forgery Detection by Mining Frequency-aware Clues [ECCV 2020]

Apply the DFT on the image and obtain the 
frequence map, then, use the CNN for 

feature.



Preliminaries on Forgery Detection
• Learning from the face boundary

UIA-ViT: Unsupervised Inconsistency-Aware Method based on Vision Transformer for Face 
Forgery Detection[ECCV 2022]

CNN

CNN

softmax

Real/Fake

Some computer graphics based methods 
take the 3D template model to generate the 

mask.



Preliminaries on Forgery Detection
• Learning from the facial identity score

Protecting Celebrities from DeepFake with Identity Consistency Transformer [CVPR 2022]

Learning the identity from the datasets, and 
calculate the identity score for the real or 

fake.

Transformer

ID-in ID-out

CNN

softmax

Real/Fake



Preliminaries on Forgery Detection
• Learning from self-reconstruction

End-to-End Reconstruction-Classification Learning for Face Forgery Detection [CVPR 2022]

Encoder

Decoder

CNN

softmax

Real/Fake

It uses the VAE to reconstruction the face 
image within the forgery detection training.



Preliminaries on Forgery Detection
• Learning from face motion

Improving the Efficiency and Robustness of Deepfakes Detection Through Precise Geometric 
Features [CVPR 2021]

Learning the temporal consistency from the
detected facial landmarks in the image 

sequence. 

Parsing

RNN

softmax

Real/Fake



Preliminaries on Forgery Detection
• Learn the forgery images from ChatGPT! (Another insight)

Can ChatGPT Detect DeepFakes? A Study of Using Multimodal Large Language Models for 
Media Forensics [CVPRW 2024]



Preliminaries on Forgery Detection
• Learn the forgery images from ChatGPT! (Another insight)



Preliminaries on Forgery Detection
• Learn the forgery images from ChatGPT! (Another insight)



Preliminaries 
Methods on 
Face Forgery

Preliminaries on Forgery Detection



Preliminaries on Forgery Detection
• The overview of our previous datasets – ForgeryNet



Preliminaries on Forgery Detection
• The generation methods for ForgeryNet



Preliminaries on Forgery Detection
• How will the backbone performance on the ForgeryNet?



Video Forgery Detection

• Recent years, we have witnessed a branch of generative methods
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Diffusion Models

NeRF rendering

3D Gaussian-Splatting rendering

StyleGAN-Series Models

More Potential Risk than Face-Swapping

Out-of-distribution in previous datasets



Preliminaries on Forgery Detection

• Could these methods achieve general forgery detection?
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1. For the methods do not have the boundary (diffusion-based) ? 

2. The self-reconstruction model have large distribution with wildforgery ?

3. The extracted features are robust in frequency domain ?

4. How about the forgery methods are built from the landmarks?

Find it on the state-of-the-art forgery methods



OOD Forgery 
Datasets

Video Forgery Detection



Kaleidoscope Forgery Methods in AIGC (bbox)

• We list the forgery methods in recent years, called AIGC forgery methods
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One-Shot Generation Methods (GAN + Diffusion + StyleGAN) 3D-based Methods



Kaleidoscope 
Forgery 

Methods

Kaleidoscope Forgery Methods in AIGC



Kaleidoscope Forgery Methods in AIGC

LivePortrait

Face-Vid2Vid

Deep Video Portrait

NPGA

VASA-1

EMO-Portrait

INSTA

Overview of some New 
Forgery Methods



Kaleidoscope Forgery Methods in AIGC

• Here we show some video results on these new forgery methods. 
Please pay attention to our new work on ECCV 2024. 

  https://songluchuan.github.io/Tri2Plane.github.io/

https://songluchuan.github.io/Tri2Plane.github.io/


Out-of-distribution Analysis of Datasets
• We take each method synthesized about 200 videos, and we evaluated the toy dataset on several 

popular DeepFake detection methods. We list the video DeepFake detection methods in below:

How will the previous methods work 
on new forgery data?



Out-of-distribution Analysis of Datasets
• We take each method synthesized about 200 videos, and we evaluated the toy dataset on several 

popular DeepFake detection methods. We list the video DeepFake detection methods in below:

Those methods on our toy dataset seem not perform as well as the FF++? 



Out-of-distribution Analysis of Datasets
• The previous methods seem to be overfitted on FF++ dataset, but on our dataset, the 

performance is not very good. 

• Some methods specially designed for FF++, such as Face X-ray are not suitable for 
the GAN/StyleGAN-based methods, they are work on the forgery boundary, but 
some methods do not have such boundary.

• There are some obvious drawbacks in the previous DeepFake (Face Forgery) 
datasets, such as the color inconsistency produced by the forced combination of 
ATVGNet on background in FogeryNet.

A new benchmark is need for the video DeepFake Detection topic!
Include more new methods, not only play with the four methods on FF++

Some new forgery methods on the state-of-the-art methods should be explored



Audio-Visual Deepfake
Detection (AVDD)
You (Neil) Zhang
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Audio-Visual Deepfake Detection

• Detecting talking face deepfakes

• Temporal forgery localization

• Detecting general video deepfakes

• Emerging & future directions
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Audio-Visual Deepfake Datasets: Talking Faces

• DFDC [Dolhansky+2020]: 8 facial modification algorithms + 1 TTS
• FakeAVCeleb [Khalid+2021]

• SWAN-DF [Korshunov+2023]
• PloyGlotFake [Hou+2024]

Multimedia Deepfake Detection Tutorial @ ICME 2024 77

Dolhansky, Brian, et al. "The deepfake detection challenge (DFDC) dataset." arXiv 2020.
Khalid, Hasam, et al. “FakeAVCeleb: A novel audio-video multimodal deepfake dataset.” NeurIPS Datasets Track 2021.
Korshunov, Pavel, et al. “Vulnerability of Automatic Identity Recognition to Audio-Visual Deepfakes.” IJCB 2023.
Hou, Yang, et al. "PolyGlotFake: A Novel Multilingual and Multimodal DeepFake Dataset." arXiv 2024.



FakeAVCeleb

• FakeAVCeleb generation pipeline [Khalid+2021]
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Khalid, Hasam, et al. “FakeAVCeleb: A novel audio-video multimodal deepfake dataset.” NeurIPS Datasets Track 2021.



PloyGlotFake

• Comparison with other datasets
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Hou, Yang, et al. "PolyGlotFake: A Novel Multilingual and Multimodal DeepFake Dataset." arXiv 2024.



Fusion Methods

• Cross-Attention: Joint AV [Zhou&Lim2021], AVoiD-DF [Yang+2023]

• + Regularization: Cross- and within-modality regularization [Zou+2024] 

• + Multi-task: Correlation distillation [Yu+2024], contrastive learning:

AVA-CL [Zhang+2024], reconstruction+ contrastive learning: AVFF

[Oorloff+2024]
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Zhou, Yipin, and Ser-Nam Lim. "Joint audio-visual deepfake detection." ICCV 2021.
Yang, Wenyuan, et al. “Avoid-df: Audio-visual joint learning for detecting deepfake.” TIFS 2023.
Zou, Heqing, et al. "Cross-Modality and Within-Modality Regularization for Audio-Visual Deepfake Detection." ICASSP 2024.
Zhang, Yibo, Weiguo Lin, and Junfeng Xu. “Joint audio-visual attention with contrastive learning for more general deepfake detection.” TOMM 2024.
Yu, Cai, et al. “Explicit Correlation Learning for Generalizable Cross-Modal Deepfake Detection.” ICME 2024.
Oorloff, Trevine, et al. "AVFF: Audio-Visual Feature Fusion for Video Deepfake Detection." CVPR 2024.



SoTA Fusion Method: AVFF [Oorloff+2024]

• Contrastive learning and autoencoding objectives on real videos +
supervised deepfake classification on real and fake videos
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Oorloff, Trevine, et al. "AVFF: Audio-Visual Feature Fusion for Video Deepfake Detection." CVPR 2024.



SoTA Fusion Method: AVFF [Oorloff+2024]

• Results on FakeAVCeleb
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Oorloff, Trevine, et al. "AVFF: Audio-Visual Feature Fusion for Video Deepfake Detection." CVPR 2024.



Beyond Fusion: Audio-Video Mismatch

• Emotions don’t lie [Mittal+2020]

• Matching-based learning
• Person-of-Interest [Cozzolino+2023]
• Voice-face homogeneity [Cheng+2023]

• Synchronization
• Temporal synchronization [Feng+2023]
• AV-Lip-Sync+ [Shahzad+2023]

• Transcription for lip-sync deepfake [Bohacek&Farid2024]
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Mittal, Trisha, et al. “Emotions don‘t lie: An audio-visual deepfake detection method using affective cues.” ACM MM 2020.
Cozzolino, Davide, et al. "Audio-visual person-of-interest deepfake detection." CVPRW 2023.
Cheng, Harry, et al. “Voice-face homogeneity tells deepfake.” TOMM 2023.
Feng, Chao, Ziyang Chen, and Andrew Owens. "Self-supervised video forensics by audio-visual anomaly detection." CVPR 2023.
Shahzad, Sahibzada Adil, et al. "AV-Lip-Sync+: Leveraging AV-HuBERT to exploit multimodal inconsistency for video deepfake detection." arXiv 2023.
Bohacek, Matyas, and Hany Farid. "Lost in Translation: Lip-Sync Deepfake Detection from Audio-Video Mismatch." CVPRW 2024.



Example Methods for AV Mismatch

• [Feng+2023] • [Bohacek&Farid2024]
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Temporal Forgery Localization

• LAV-DF [Cai+2022], AV-Deepfake1M [Cai+2023]
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Cai, Zhixi, et al. “Do you really mean that? content driven audio-visual deepfake dataset and multimodal method for temporal forgery localization.” DICTA 2022.
Cai, Zhixi, et al. "AV-Deepfake1M: A large-scale LLM-driven audio-visual deepfake dataset." arXiv 2023.



SoTA Methods for Temporal Localization

• Heterogeneous graph attention network for intra- and inter-modal 
relationships both at spatial and temporal scales. [Yin+2024]
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Yin, Qilin, et al. "Fine-Grained Multimodal DeepFake Classification via Heterogeneous Graphs." IJCV 2024.



SoTA Methods for Temporal Localization

• Embedding-level fusion + multi-dimensional contrastive loss
[Liu+2023]

Multimedia Deepfake Detection Tutorial @ ICME 2024 87

Liu, Miao, et al. “Audio-visual temporal forgery detection using embedding-level fusion and multi-dimensional contrastive loss.” TCSVT 2023.



General Video AVDD

• VideoSham [Mittal+2023]
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Mittal, Trisha, et al. "Video manipulations beyond faces: A dataset with human-machine analysis." WACV 2023.



SoTA Method for General Video AVDD

• VideoFACT: forensic feature embeddings (FFE) and context feature 
embeddings (CFE)+attention [Nguyen+2024]
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Nguyen, Tai D., Shengbang Fang, and Matthew C. Stamm. "Videofact: detecting video forgeries using attention, scene context, and forensic traces." WACV 2024.



Summary of AVDD Datasets

• Talking face videos
• DFDC [Dolhansky+2020]
• FakeAVCeleb [Khalid+2021]
• LAV-DF [Cai+2022]
• AVDeepfake-1M [Cai+2023]
• PloyGlotFake [Hou+2024]

• General videos
• VideoSham [Mittal+2023]
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Emerging & Future Directions

• Talking faces
• Generalization to new deepfake techniques, such as lip-to-speech synthesis
• Joint detection of deepfake and face-voice association
• Interpretability: which modality is fake, or which generation method is used

• General video
• Reasoning for audio-visual mismatch with VLM
• Generalization to more recent Sora with video-to-audio synthesis

• Proactive methods: watermarking
• More modalities for multimedia deepfake detection
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Summary of the Tutorial

• Each distinct research topic has rich research questions to solve.
Some common interests:
• Generalization ability
• More diverse datasets
• Partial deepfake
• Interpretability

• Techniques can be borrowed and generalized
• Fusion methods or modality-inconsistency detection for

multimedia deepfake detection
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Q& A
10-15min
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Question 1

• What are the prospects for deepfake detection technology to keep 
pace with advancements in deepfake generation? What are the 
potential consequences if it does not?
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Question 2

• What are the application scenarios of deepfake detection 
technology? Based on the application, can we develop something
beyond just binary classification?
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